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(1) IRS LA XA E L4 “Hr B 47 B9 HS Sl arsm T4, @i
ZWJSBridge. ssoTicket KB ticketld F F Z421z &, ZWJISBridge 5%

TR KAk

if (ZWJSBridge. ssoTicket) {
const ssoFlag = await ZWJSBridge. ssoTicket ({});
if (ssoFlag && ssoFlag. result === true) {
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//AEF IRS “Wr BIp” g— 5 m 8 sl A
if (ssoFlag. ticketId) {
// TODO [ FH 77 ik 55 sy 5%y 365 S 2 1
}
} else {
[/ FREREOL: YEMIRASR TR iR SR
}
} else {

[/l ZW]SBridge N

® IE: FEH IWISbridge £ 1.1.0 B LA (B EH, TA) ,

Hodk e T

{script

type="text/javascript”
src="https://assets. zjzwfw. gov. cn/assets/ZWJSBridge/1. 1. 0/zwjsbridge.
js"></script>

(2) HahsmZEH (ticketld) mA PHFNREHE W, HS M A # # 1T
ZWJSBridge. ssoTicket AEUAE X B4 result E A BIRFE LT LFHF “H

BA" AR R EX, ticketld 48 “WE 4" A— 2 REXFEH.

(3) NS J5 = H KA ticket1d, H5 4 2 F # 1 3 ZWJISBridge. openl ink

R, AGEEWT:

ZWJSBridge. openLink ( {
type: reload’

}). then((result) => {
console. log(result) ;
}).catch((error) => {

console. log(error) ;
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<script
src="https://zjjcmspublic. oss—cn—-hangzhou—-zwynet-d0l-a. internet. cloud.
zJj.gov.cn/jcms_files/jemsl/webl/site/script/zjzw2023/ jquery. min. js"><

/script>
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<div id="zjzwCommonheader">

<script
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<script
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zJj.gov.cn/jcms_files/jcemsl/webl/site/script/zjzw2023/zjzwFixed. js"></

script>
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® var zjzwlslogin = false; //&# &K

® var zjzwlsNav = false; //JaiK SATE

® var zjzwzdagh = false; //[ai sk 54k

® var zjzwlsSerach = false; //[&#E 1% Z4E

® var zjzwlsFixBox = false; //[& i & #6241

® var tripartiteName = "€ =F4#H"; //%=F 4 #

® var zjzwlIsSelfAdaptionTop = false; //HUH k¥ & &
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/script>
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® var deptAddress = 'fEiX EIEE A4 T HHE

® var deptPhone = "X BB IR 4L IE "

o (HEX “HMARN WA, WRLEX, WHBERAEHATET)

WA zjzwlslogin() AL EHEIW true: & false: k& X
B4, var userlogin = zjzwIslogin():

o AFRAZTHEUFSERMN, BWEMCHBLREA zjzwlsUser J7 %
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BX, ZFT RSB FERAA R — BRI HATER
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B APPID H ¥, — S ERXEEEHFAMNS THEEZ ZH L,

PC 3% 4t — & H 4k https://portal. zjzwfw. gov. cn/uc/unifiedLogout
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3% DL POST 7 R4 xiEk, F% M application/json BRIEK

“WrE A B EEF, HTTP F KA L MAF K L (HTTP Header ) Fik & 4o

T ANEHK:

SH A4 D! XA W

X-BG-HMAC-SIGNATURE i string APT NS B & 4
ES

X—BG—HMAC—ALGORITHM = string KA EE %,
AN 7
hmac—sha256,

X~BG-HMAC—ACCESS—KEY = string AL 48 N R Y
accessKey, 174w
12345678,

X-BG-DATE-TIME = string BEE, X H
GMT+8, #% A A4 .
Tue, 09 Nov 2021
08:49:20 GMT, Ak
S5 RO
T K & A B[] 1R
%= % 100 %,

H o X—BG-HMAC-SIGNATURE Byt & A % -

signature = HMAC-SHA256-HEX (secret_key, signing_string)

HEFRMEBEWT .
secret_key N O #HiF 2 R 5 R BLE ) secret_key
signing_string @ik 7. RI, HXSHEHEREF, LEuT:
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HTTP_METHOD+H\N+HTTP_URI+\n+QUERY_STREAM+\n+X-BG-HMAC-ACCESS—KEY+\n+

X—BG-DATE+\n

SHEBETH, #ERET 55541 ERAE

B A4

WA

HTTP METHOD

3% HTTP il & LBy GET. PUT. POST £3&k 7 3%,
o FEH AKE WA,

HTTP URI WA, ERGLMU /7 Tk, FU Y FFRWF
Zxxw b, mBERHN )
X-BG-DATE sk Ly Date ( GMT &KX ) BERX K. “Tue, 09 Nov

2021 08:49:20 GMT”

QUERY_STREAM

Z3F URL #8 query ( query B URL W?)5 T Hy
keyl=valvel8key2=valve? F & ) #4T4H G W% R,
P key # B FHIFF ( ASCIT Ad/NEl k) #)F,
R & FHEERR, £ RAMPA query_string,

(Z) FuZX LKA

import Jjavafx.util.Pair;

import Tombok.extern.slf4j.S1f47;

import Jjavax.crypto.Mac;

import javax.crypto. spec. SecretKeySpec;
import Jjavax.xml. bind. DatatypeConverter;
import Jjava. io. UnsupportedEncodingException;
import java.net.URI;

import Java.net.URL;

import java.net.URLEncoder;

import java. text.DateFormat;
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import java. text.SimpleDateFormat;
import Jjava.util.*;

import java.util.stream. Collectors;

@
S1f4j
public class HmacAuthUtil {

/**

* M IE K header

*

* @param urlStr FRul, 2B £, .
https://ibcdsg. zJ. gov. cn:8443/restapi/prod/I1C33000020220329000007/u
c/sso/access_token

* @param requestMethod &=k 7 3%, K 54X, 4. GET, POST

* @param accessKey R2F ) AK

* @param secretKey 52 # SK

* @return

*/

public static Map < String, String > generateHeader (String urlStr,

String requestMethod, String accessKey, String secretKey) {

10g. info("params,ur1Str={},requestMethod={},accessKey={},secretkey=

51700




{1", urlStr, requestMethod, accessKey, secretKey);
Map < String, String > header = new HashMap < > () ;
try {
DateFormat dateFormat = new SimpleDateFormat ("EEE, dd MMM
yyyy HH:mm:ss z", Locale.US);
dateFormat. setTimeZone (TimeZone. getTimeZone ("GMT")) ;
String date = dateFormat. format (new Date()) ;
URL url = new URL (ur1Str);
URI uri = new URICurl.getProtocol (), url.getHost(),

url.getPath(), url.getQuery(), null);

String canonicalQueryString =

getCanonicalQueryString (uri. getQuery());

String message = requestMethod. toUpperCase() + "\n" +
uri.getPath() + "\n" + canonicalQueryString + "\n" + accessKey + "\n"

+ date + "\n";

Mac hasher = Mac. getInstance ("HmacSHA256") ;
hasher. init (new SecretKeySpec (secretKey. getBytes (),

"HmacSHA256") ) ;
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byte[] hash = hasher. doFinal (message. getBytes()) ;

// to Towercase hexits

DatatypeConverter. printHexBinary (hash) ;

// to basebd
String sign = DatatypeConverter. printBase64Binary (hash) ;
header. put ("X-BG-HMAC-SIGNATURE", sign);
header. put ("X-BG-HMAC-ALGORITHM", "hmac—sha2b6") ;
header. put ("X-BG-HMAC-ACCESS—KEY", accessKey) ;
header. put ("X-BG-DATE-TIME", date);
} catch (Exception e) {
log. error ("generate error", e);
throw new RuntimebException("generate header error");
}

10g. info("header info,{}", header);

return header;

private static String getCanonicalQueryString(String query) {
if (query = null || query.trim().length() == 0) {

return
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}
List < Pair < String, String >> queryParamList = new ArraylList
<> 0;
Stringl[] params = query.split("&");
for (String param: params) {
int eqIndex = param. indexOf ("=");
String key = param. substring (0, eqlndex);
String value = param. substring(eqlndex + 1);
Pair < String, String > pair = new Pair < String, String >
(key, value);

queryParamList. add (pair) ;

List < Pair < String, String >> sortedParamList
queryParamList. stream(). sorted (Comparator. comparing (param - >
param. getKey () + n_n "
Optional.ofNulTable(param. getValue()).orElse(""))).collect(Collecto
rs.tolist());

List < Pair <String, String >> encodeParamList = new ArrayList
<> 0;

sortedParamList. stream(). forkach (param — > {

try {
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String key = URLEncoder. encode (param. getkey(),
"utf-8");
String value =
URLEncoder. encode (Optional. ofNullable (param. getValue()).orElse(""),
"utf-8")
.replaceAll ("\\%2B", "%20")
.replaceAll ("\\+", "%20")
.replaceAll ("\\%21", "1")
.replaceAll ("\\%27", "'")
.replaceAll ("\\%28", "(")
.replaceAll ("\\%29", ")")
.replaceAll ("\\%7E", "~")
.replaceAll ("\\%25", "%");
encodeParamlList. add(new Pair < > (key, value));
} catch (UnsupportedEncodingException e) {

throw new RuntimeException("encoding error");

1) s
StringBuilder queryParamString = new StringBuilder (64);

for (Pair < String, String > encodeParam: encodeParamList) f{

queryParamString. append (encodeParam. getkKey ()). append ("="). append (Op
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tional.ofNullable (encodeParam. getValue()).orElse(""));

queryParamString. append ("&") ;

return queryParamString. substring (0,
queryParamString. Tength() - 1);

}

F. FEOREA

(—) ATHEEERZEBIGIR token

L. skt

B4 b W Ak

https://bcdsg. zj. gov. cn:8443/restapi/prod/1C33000020220329000007/
uc/sso/access_token

BB W H 4k

https://ibcdsg. zj. gov. cn:8443/restapi/prod/I1C33000020220329000007

/uc/sso/access_token

2. \%
BZH KA =& b3 ik
ticketld String 2 A KRR
appld String £ NF & A 1D
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3. HE

S KA P! i
errorCode String % IR A
errorMsg String % #iEEE

success BooTlean o HRET R

data Object =z e R A

|- accessToken String = KREBH P15 B token
4, R
SR AL B
C-USER-SSO-TICKET-INVALID ticket FE &

(=) AT token KIUF P13 &

L. skt

B A5 S P 3k

https://bcdsg. zj. gov. cn:8443/restapi/prod/1C33000020220329000008/

uc/sso/getUserInfo

HBx W H 4k

https://ibcdsg. zj. gov. cn:8443/restapi/prod/I1C33000020220329000008

/uc/sso/getUserInfo
2. A%
B %7 E5 LB W
token String £ FREBH P 12 & token
3. %
Z I KA A EGE | R
success Boolean | & HRET R
errorCode String i 5 1R A
errorMsg String i LR E R
data Object = vE] oL fA%
|- userType String = JH P 2 AL, PERSON
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A A/LEGAL_PERSON
EA

|- personInfo

Object

m

MRAPEE, BAEFEHAAN
S

| — userld

String

£

| — userName

String

M4

|— idType

String

F| TN | A

ID_CARD: & 1 , PASSPORT : 4
B OFFICER_CARD: & &
S ,MAINLAND_TRAVEL_PERMIT_FOR

_HONGKONG_AND_MACAO_RESIDENTS

DA ME RORIE W AT
1 ,MAINLAND_TRAVEL_PERMIT_FOR

_TAIWAN_RESIDENTS: & /& B &

AR M H#AT
1k, FORETGN_PERMANENT_RESIDENT

_ID_CARD: #hE A KA B G & 17

JE ,FOREIGN_PASSPORT: 4 £5 A +
37 B ,DIPLOMACY_PASSPORT : 4~ %8
3 F& ,OFFICIAL_PASSPORT : /A 4 4
¥ SOLDIER_CARD: + &
JE,OFFICER_RETIRE_CARD: £ & &
R AR
JE,GANG_AO_TAI_RESIDENCE_CART
BHREERERE
JE,GANG_AO_ID_CART: 3% i & & &
#43E ,UNIFIED_SOCIAL_ID: % —#
oAz AR OTHER : E- At

| — outerIdType

String

ShERIE K A

|— idNo

String

i 4% 5

| — attnUserType

String

EANEFANHE PR, FR

| — phone

String

Fil%

| — email

String

A5

|— nation

String

Rk

|— gender

String

¥l

|— birthday

String

£ H

| — certKey

String

k|

| — attributes

Object

BB 1

legalPersonInfo

Object

| | | | | | |y | | |y

EAFRPREE, hin A s XN E
&

AN
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|— name String ¥ *= A4 R
| — String % Hegm—ERAKRE
unifiedSocialld
|— orgType String Fi EAEA
|— attnName String Fi Z A4
|— attnPhone String % Z I NFILE
|— attnIdType String % Z o NIE R A
|— attnldNo String % Z I N5
|— attnUserType | String % Z AN P ER
|— principal String % EAREF A4
|— gender Integer | & EAREZ AL
|— nation Integer | & EARK AR K
|— idType Integer | & EARFK AL LR
|— outerIdType | String % AR E A SNERAE 2K A
|— idNo String % EARK A E A
| — String % HEARKE -
principalUserld
|— corpld String % A8
|— attributes Object % BB
|- Array = B & 4 8\ 15 K.
organizationInfo
List
|— orgld String = WP E
|— oid String = Alias for orgld
|— parentId String = R P E
|— pid String = Alias for parentld
|— name String = 4 A AA 5 R
|—ful1Name String 2 4 LA 2R
| —devCoding String = AR
|—1eafFlag Boolean | & =T TR
| —orderBy Integer | & HF5, WADEIX
4, 4R

HixE #Hr

C-USER-SSO-TOKEN-INVALID

token FE &

C-USER-SSO-USER-EMPTY

AFPERAZR
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(ZKZT WA ZSR2RE, RZUT2)

£, BRXH
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“YF BN MAKT-5 2oe
75A =

B a—ag®e, TanAEE.

3. CWTEAT BRI IRAT A AT A T A T . 1630638093, 1643885873

A “HEHNBEH-2
A 188 A

TB{ERITEET IR0
4, BARIFF-BRAWIE

& e g
AT EEOR I Tk 18868422737
L 15629051003

52700
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